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POLICY GUIDELINES FOR KNOW YOUR CUSTOMER (KYC)
AND ANTI MONEY LAUNDERING (AML) PROCEDURES
Foreword
The Hand Book containing detailed guidelines on KYC Policy and AML Procedures would assist
management and staff to fully understand their obligations. This would particularly help our frontend staff having direct inter-action with the customers. New regulations and subsequent
amendments will require a regular update of procedures and skills to remain in line with best
practices followed.
Money Laundering is the process by which proceeds derived from a criminal activity are disguised
in an effort to conceal their illicit origins and to legitimize their future use. Money Laundering is a
global problem. Regulatory Policies across the globe are focused towards strict compliance of Anti
Money Laundering (AML) and Know Your Customer (KYC) Laws/Regulations. Seen in this
perspective, your company has designed an Account Opening Form which has to be completed in all
perspective by the customers. Consequently, the Brokerage House is required to know its
customers as well as their business.
We expect every employee to carefully study these guidelines, which will help assist them to meet
their regulatory obligations. With concerted efforts and team work, we should be able to meet the
challenge of preventing money laundering successfully.
The Policies in the handbook are minimum requirements under normal circumstances. It is the
responsibility of front end office executives to identify and establish additional controls to curb
money laundering and strengthen Know Your Customer Policies and procedures. These guidelines
are of course not the final word, but merely a risk advising guidelines and the essence of these
guidelines and policies is the one key word, “KYC”.
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INTRODUCTION
WHAT IS MONEY LAUNDERING

Money laundering means the methods criminals use to hide and disguise the true nature and origin
of the money they make from their crimes.
The term "laundering" is used because criminals need to turn their "dirty" criminal money into
clean funds that they can use without arousing suspicion. Getting the criminal money into the
financial system means that it becomes harder to trace and confiscate. Drug traffickers, armed
robbers, terrorists, illegal arms dealers, fraudsters, and tax evaders all need to launder the proceeds
of their crimes.
Money laundering is a global problem. All financial centres are vulnerable and all financial
institutions within those centres need to play their part in preventing the criminals from
successfully laundering their criminal money.

COMPANY’S ROLE IN PREVENTING MONEY LAUNDERING
The prevention of money laundering from the point of view of our company has three objectives:

Ethical - taking part in the fight against crime.

Professional - ensuring that the Company is not involved in recycling the proceeds of crime that
would call into question its reputation, integrity and, if fraud is involved, it's solvency.
Legal - complying with laid down Regulations that impose a series of specific obligations on
Company and its employees.
There are criminal penalties for assisting money launderers. However, increased vigilance by the
staff members will protect the Company from the associated risks i.e. adverse publicity and loss of
public confidence, confiscation by court of assets held by Company as Collateral etc.
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PURPOSE OF THIS HANDBOOK
This Handbook sets out the Company’s comprehensive policies and procedures for preventing
money laundering, including detailed account opening and Know Your Customer procedures.
The purpose is to assist all members of management and staff to understand:
Ø The legal requirements and the different penalties for non-compliance;
Ø What the Company requires of you; and
Ø How to recognize money laundering and the action you must take if you do.
All members of the Company’s management and staff are expected to:
Ø
Ø
Ø
Ø

Be aware of their personal legal obligations and the legal obligations of the Company;
Be aware of the Company's Policy and follow the Company's procedures;
Be alert for anything suspicious; and
Report suspicions in line with internal procedures.

STAGES OF MONEY LAUNDERING
The first step in the laundering process is for criminals to attempt to get the proceeds of their
crimes into financial institution, sometimes using a false identity. They can later transfer proceeds
to any other bank or equity accounts, in Pakistan or abroad, or withdraw it to buy other goods or
services. It eventually appears to be like any legally earned money and becomes difficult to trace
back to its criminal past. The criminals can then invest or spend it or, as is often the case, use it to
fund more crime.
The laundering process is often described as taking place in three stages:Placement
Placement, being the first stage is the means by which funds derived from a criminal activity are
introduced into the financial system. This can be in the form of large sums of cash or a series of
smaller sums. Initial proceeds of drug trafficking or street sales of drugs are always in cash.
Layering
The aim of the second stage is to disguise the transaction through a succession of complex financial
transactions i.e. conversion into shares, bonds, income fund units with the purpose of erasing as
quickly as possible all links with its unlawful origin.
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Integration
Complex integration schemes then place the laundered funds back into the economy through real
estate, business assets, securities and equities, in such a way that they re-enter the financial system
appearing as normal business funds that have been legitimately earned.
THE COMPANY’S VULNERABILITIES
Cash based societies and countries without fully comprehensive anti-money laundering programs
are especially attractive to the launderers. Thus, our own degree of vigilance must reflect these
potential vulnerabilities. Cash payments arising from drug related crimes are by no means the only
risk. Corruption by various individuals and companies including public officials inevitably involves
fraud or theft and handling the proceeds of large scale corruption can produce a serious
reputational risk for the Company.
In addition, preventative measures put in place by Banks over the past decade have resulted in the
need for criminals to use more complex routes to gain access to the financial system, rather than
placing their cash directly into the bank.

THE CURRENT LEGAL POSITION AND PENALTIES
POSITION
Brokerage Houses are required to take immediate notice and report to Securities and Exchange
Commission of Pakistan (SECP) all unusual or large transactions in an equity account which
apparently have no genuine economic, commercial or lawful purpose provided that the Brokerage
House after complete investigation/inquiry come to a conclusion that such transactions are not for
economic, commercial or lawful business purpose and relate to illegal or illicit activities, corruption
or corrupt practices and narcotic activities.

There are personal obligations on every member of management and staff that:
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§ It is an offence to assist anyone whom you know, or suspect to be, laundering money generated
illegally.
§ If you know or suspect that a transaction is related to any illegal activity, you must report to
Compliance it in order to get protection against a charge of knowingly assisting a criminal to
launder the proceeds of his/her crime.
§ In the case of drug trafficking or terrorist financing, if you form a suspicion of money laundering
in the course of your employment or business activity, you must report it, even if you are not
handling the transaction or funds in question, otherwise you will be alleged for the offence of
collusion.
§ You are categorically advised that unless it is established upon investigation / enquiry that the
transactions in question are for unlawful purposes and have no economic, commercial or lawful
business purposes, such transactions must not be reported as suspicious transactions. Otherwise,
the Brokerage House might be involved in damage suit by such equity account- holder(s).
§ The procedures Brokerage House has developed to combat Money Laundering include:
Ø The verification of new client identification and know your customer and his business.
Ø Retention of records. .
Ø Recognition and reporting suspicions of money laundering.
WHAT DOES THIS MEAN IN PRACTICE?
You are not committing an offence if you do not know or suspect that funds relate to drugs,
terrorism or other serious crime. You are committing an offence if knowing or suspecting that
someone is involved in any serious crime you:
Ø assist them to obtain control or retain their proceeds, or
Ø give them any help in investing or transferring those proceeds, or
Ø advise them that you, or another colleague is suspicious of their activities.
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In practice, of course, you are generally not likely to know and may not realise or suspect that there
was anything suspicious about a transaction until it is all over and the customer has gone away. If
that happens, your duty is clear. You must report your suspicion; you will not be criticised that you
were not suspicious immediately.
If you do not report your suspicion and the funds are related to drugs or terrorism, you will have
committed an offence of failure to report. If you do not report your suspicion concerning any
criminal money, whether relating to drugs, terrorism, tax evasion or any other serious crime, you
may also need to defend an action against you for deliberately assisting the criminal.
If you are suspicious, you discuss it with your line manager. If you both agree that the transaction is
suspicious, you must report it to the Compliance Officer (CO). The CO will immediately scrutinize
and report to SECP.
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THE POLICY
It is the Policy of Pasha Securities (Pvt.) limited that:
§ Regulatory obligations to prevent money laundering are met in full.
§ Positive management action will be exercised in order to minimize the risk of the Brokerage
House’s services being abused for the purposes of laundering funds associated with drug
trafficking, terrorism and other serious crime.
§ The Brokerage House will not continue established relationships with customers whose conduct
gives rise to suspicion of involvement with illegal activities. Any customer relationship where the
customer's conduct gives the Brokerage House reasonable cause to believe or suspect involvement
with illegal activities will be reported by the Compliance Officer to the SECP after proper scrutiny /
enquiry in consultation with the respective line manager. Thereafter, action will be undertaken in
conjunction with the law enforcement agencies to avoid any risk of the Brokerage House
committing a tipping-off offence. Wherever possible, the relationship will be terminated.
PROCEDURES WILL BE MAINTAINED TO ENSURE THE FOLLOWING:
That the identities of all persons conducting business with the Brokerage House are properly
verified and sufficient information gathered and recorded to permit the Brokerage House to "know
its customer" and predict the expected pattern of business.
Prospective business where all of the required information cannot be obtained without a justifiable
reason is declined.
Potential new relationships that do not appear to be legitimate are declined.
Transactions offered by equity account holders do not appear legitimate are declined.
Established relationships are regularly monitored, to ensure that they fit the customer's profile,
especially in respect of large or abnormal transactions.
Records are retained to provide an audit trail and adequate evidence to the law enforcement
agencies in their investigations.
SENIOR MANAGEMENT IS RESPONSIBLE FOR:
To ensure day to day compliance with money laundering obligations within all segments of the
Brokerage House for which they are responsible.
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To ensure that the Compliance Head is provided with prompt advice of unusual/suspicious
transactions and other matters of significance.
To seek a report from the Compliance Division, at least annually, relating to the Brokerage House’s
compliance with its anti-money laundering obligations and acting on the findings and
recommendations.
THE COMPLIANCE HEAD IS RESPONSIBLE FOR:
Ø Ensuring that staff is aware of their obligations and the Brokerage House’s procedures, and
that staff are adequately aware of money laundering prevention.
Ø Representing the Brokerage House to all external agencies in Pakistan in relation to money
laundering compliance.
Ø Ensuring that all segments of the Brokerage House are complying with the stated policy and
therefore monitoring operations and development of the policy.
Ø Preparing and presenting compliance reports to the Senior Management.
Ø Ensuring that staff members complete the “Annual Acknowledgement Form for the
Prevention of Money Laundering”
Ø Undertaking the internal review of all suspicions and determining whether or not such
suspicions have substance and require disclosure to SECP.
Ø Advising Senior Management of any deviations from the policies and procedures that have
been noted by Compliance Division during their reviews.
Ø Developing and maintaining policy in line with evolving statutory and regulatory
obligations.
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ALL EMPLOYEES ARE RESPONSIBLE FOR:
§ Remaining vigilant to the possibility of the money laundering.
§ Complying fully with all the anti money laundering procedures in respect of customer
identification, account monitoring, record keeping and reporting.
§ Reporting all suspicions of money laundering to the Compliance Head.
§ Promptly completing, every year, “Annual Acknowledgement Form for the Prevention of Money
Laundering” confirming that they had no suspicions during the prior year or that any suspicions
have been reported and acknowledging that they have re-read this Handbook.
§ Employees who violate any of the Anti-Money Laundering Regulations or the policies and
procedures outlined in this Handbook will be subject to disciplinary action.

VERIFICATION OF IDENTITY/KNOW YOUR CUSTOMERS
KNOW YOUR CUSTOMER (“KYC”)
The general perception of front office staff on KYC / AML policy is inaccurate that regulations make
the new account opening difficult. On the contrary, proper account documentation and KYC
procedures provide satisfaction and protection to the staff against unforeseen events and assist in
establishing relationship in accordance with the Brokerage House’s policies. Getting maximum
reliable information about the customer is the basic principle of good broking which enables the
Brokerage House to do business with genuine customers. Staff should prudently ensure that all the
necessary documents have been obtained at the time of account opening.
The Brokerage House has a statutory obligation to know its customers. This applies to every type of
customer regardless of who they are, their personal status, or the type of account or service that
they require. Knowing your customer means:
Seeking evidence of identity and address and independently confirming that evidence at the start of
a business relationship.
Seeking information regarding the nature of the business that the customer expects to conduct with
the Brokerage House, establishing sources of income and expected patterns of transactions, and
keeping that information up to date, to show what might be regarded as normal activity for that
customer.
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All prospective customers for accounts with our company must be seen face to face. The
appropriate account opening and customer information forms must be completed and any
additional interview notes must be obtained and retained on the customer file.
CUSTOMER IDENTIFICATION – GENERAL PRINCIPLES
The Need to Verify Identity and Address
The Brokerage House must verify the credentials of every customer when an account is first
opened. This applies to all types of accounts (personal customers; sole traders; partnerships;
private and public companies etc.).
Completion of Account Opening and Know Your Customer Forms
All prospective account holders must complete in full the Account Opening Form and provide the
necessary documentary evidence of identity and financial information. If any column on either form
is not applicable it should be marked as N/A, no section should be left blank. The introducer must
also complete and sign the “Account Opening and “Know Your Customer” form.
Any additional information obtained during the interview about the customer’s background and
financial standing should be recorded by and kept in customer’s file.
Completion of Account Opening Formalities and Authorization
No account will be opened until the account opening and Know Your Customer forms have been
completed and all documents have been received and examined to ensure that they are valid. For
example:
Ø the ID card is not expired;
Ø the documents are duly attested; and
Ø all documentary evidence, information and signatures are consistent;
Reporting of Suspicious Circumstances
If there are any suspicious circumstances surrounding the opening or operation of any account, the
matter must be reported immediately to the Compliance Head. If it is established that the
transaction under review is suspicious, Compliance Head after due diligence and necessary checks
will report the transaction to SECP.
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CUSTOMER IDENTIFICATION – WHO’S IDENTITY MUST BE VERIFIED
Establishing the identity of anyone who wishes to do business with the Brokerage House is vital.
For all applicants the Brokerage House is required to be satisfied that:
§ the person we are dealing with is who she/he says they are and lives permanently at the
address they have given;
§ the sole trader, partnership, company we are dealing with is a legitimate business with a known
address and represents legitimate owners.
Therefore, in respect of accounts for sole traders, partnerships and companies, it is necessary to
verify the identity of the business entity PLUS the key individuals who will be operating the account
as well as those who are investing into the business or controlling it.
For joint accounts, the identity of all account holders must be established. This also applies to any
other third parties, who are permitted by the account holder to operate the account. If the customer
gives a mandate to a third party to operate the account, in such cases the identity of both the
account holder and third party should be obtained in line with the normal procedures set out above
for personal customers.
CUSTOMER IDENTIFICATION - ACCOUNT OPENING DOCUMENTATION
For each type of customer, certain documentation must be obtained and sufficient information
gathered for us to be certain that:
§ we know our new customer, having verified identity and address and understand the
customer’s business and the expected levels of transactions;
§ the new customer has understood and accepted the Brokerage House’s terms and conditions for
the account;
§ we are satisfied that the mandated individuals do have the authority of the account holder(s) to
control the account; and;
§ we are satisfied that the account holder(s) and their business is legitimate and the Brokerage
House is not at risk of financial loss or reputation damage.
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Original identification documents must be seen, photocopied and retained in the customer’s file.
Care must be taken to ensure that the copies are clear and legible and that the copies are stamped,
signed and dated to show that the originals have been seen. If there is any doubt about the legality
or acceptability of any document, immediate reference must be made to Compliance Head.
When a prospective customer does not yet have a permanent residential address, documentary
evidence of the temporary address should be obtained and an undertaking received from
Accounts must not be opened on the strength of faxed documentation. Only original or certified
photocopy documentation is acceptable.

DOCUMENTATION REQUIREMENTS TO OPEN ACCOUNT
The following documents are required to be obtained as a minimum from the customers when they open
account along with KYC and Account Opening Form. No exception is allowed

Nature of Account

Documents to be Obtained

Individuals/

1. Attested photo copy of
Computerized National Identity
Card (CNIC) or Passport by a
Gazetted Officer or an Officer of
the Bank /DFI.

S.number
1

Proprietorship

2. In case the CNIC does not
contain a photograph please
obtain other document such as
Driving License etc. that contains
a photograph.
3. In case of a salaried person,
attested copy of his service card,
or any other acceptable evidence
of service, including, but not
limited to a certificate from the
employer (does not apply to
proprietorship).
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2

Partnership

1. Attested photo copy of Identity
Card of all partners
2. Attested copy of “Partnership
Deed” duly signed by all partners
of the firm
3. 3. Attested copy of Registration
Certificate with Registrar of
Firms. In case the partnership is
unregistered, this fact should be
clearly mentioned on the Account
Opening form
4. Authority Letter, in original, in
favor of the person authorized to
operate on the account of the firm

3

Joint Stock Companies

Certified copies of:
1. Resolution of Board of Directors
for opening of account specifying
the person(s) authorized to
operate the company account.
2. Memorandum and Articles of
Association.
3. Certificate of Incorporation.
4. Certificate of Commencement of
Business.
5. Attested photo copies of identity
cards of all the directors
6. List of Directors on Form 29
issued by the Registrar Joint Stock
Company .
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4

Clubs, Societies and
Associations

Certified copies of:
1. Certificate of Registration
2. By-laws/Rules & Regulations
3. Resolution of the Governing
Body/Executive committee for
opening of account authorizing
the person(s) to operate the
account and attested copy of the
identity card of the authorized
persons
4. An undertaking signed by all
the authorized persons on behalf
of the institution mentioning that
when any change takes place in
the persons authorized to operate
on the account, the banker will be
informed immediately

5

Trust Account

1. Attested copy of Certificate of
Registration
2. Attested photo copy of identity
cards of all the trustees
3. Certified copy of the
“Instrument of Trust’.
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